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DETECT DEV/CERT URL ICON MD5 APP NAME PACKAGE NAME ID 

SmsAgent Ram bahaman 

onesignal.com 
adad.ir 
patooogh.ir 
adad.ir 
ronash.co 
pushe.ir 
https://cafebazaar.ir/app/ir.byd.fastdiviceandro/ 

 

97EDEDDB68FFCDB658FA5C62DDCCD47B )پاکساز هوشمند )افزایش سرعت گوشی ir.byd.fastdiviceandro 1 

TrojanSMS 
t1actor2-1.0.8-
970123.jks 

174.138.49.188 
84.22.111.11 
 
 

 

 

63FCC338838D74BB7DF69DB3A1257E95 شبیه کدوم بازیگری com.type1actor2_bydownloader 2 

--- Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net 

 

7C64277C3789F8643A23C6F2DE1265CC قارچ خور ir.vira_tel.dawnloader20 3 

TrojanSMS Unknown 

uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

FC754F72EC99561C17446F3FE61EF88D فیلتر شکن com.vastor.persiancleaner 4 

TrojanSMS Unknown 

uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

3B21A8984E47325A7274C823F9E15795 فیلتر شکن com.vastor.persiancleaner 5 

HiddenApp new 

uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

1DF44C6A6452668C0813671BB6170C83 ویرایشگر عکس com.saman.pure 6 

TrojanSMS Unknown 

uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

3084499EB2259869CEF1898323B4633C + 18مجموعه  com.bestmaker.antipackage 7 

Hiddad.VCC.Gen Adsa 

onesignal.com 
ronash.co 
pushe.ir 
 

 

546FE5F8227E7CFE31EB5A0A8D39A4C3 Sexy Games com.am.drive 8 

Hiddad.VCC.Gen Aria Tosewe 

onesignal.com 
ronash.co 
pushe.ir 
https://play.google.com/store/apps/details?id=com.am.drive 

 

DA944852A61C595D95F794BC9FFD1946 خلافی خودرو + آیین نامه رانندگی com.am.drive 9 
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--- --- 

footballiapp.ir 
mono.ir 

 

E4D53B9B0998B48C35231C4020683524 + 18جام  r.oddrun.jam 10 

APK:Downloader 
apk-icon-editor 
 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

D7A2AEDE1ED47A934DED3DB62775794D حال کردنی com.newdownloader.ax_naghashi_zz_homayoun 11 

HiddenApp 

Ali Motamedi,  
Hossein Zamani 
Bakhtiarvand 
 

onesignal.com 
ronash.co 
pushe.ir 
https://cafebazaar.ir/app/com.am.optimizer/ 

 

59C0422DA7D0776E10B45F7A7E20CD36 بهينه ساز هوشمند com.am.optimizer 12 

Fakealert xx 

onesignal.com 
ronash.co 
pushe.ir 
 

 

9889968AE891F7C9E054E09276C57C1C آنتی ویروس هوشمند  
com.sm.antivirus 

13 

HiddenApp 
ronash.co 
pushe.ir 

adad.ir 
ronash.co 
pushe.ir 
 

 

361FAB76D83605361742E6B58D50F560 استخاره با قرآن estekhare.app.topsazeh 14 

FakeAntiVirus Raman 

pushiran.com 
ronash.co 
pushe.ir 
onesignal.com 
 

 

18C23582652139FF07CAAE7764E9DA31 
18169A5CC491B295AE5AC61A303FC459 

Smart Antivirus AppLock raman.apps.mobilesecurity 15 

HiddenApp Unknown 

ronash.co 
pushe.ir 
 

 

FE900050BFF44040CA509B32C6E10C3E عکس بده نقاشی بگیر com.faseleh.naghashi 16 

Trojan.Gen.2 monir 

ronash.co 
pushe.ir 
174.138.49.188 

 

76053A8C9B4EE2AB1C41B754A3862347 )فال )واقعی ir.ronak.fal 17 

HiddenApp 
Adpush 

editor 

ronash.co 
pushe.ir 
learnasan.ir 
 

 

5F4B7F3DCE45A7A44B07A7AEA58F80AC آب و هوا ir.abohava.weatherfarsi 18 
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Fakealert omid 

https://cafebazaar.ir/app/com.project.antivirus_fafa70/?l=fa 
adad.ir 
ronash.co 
pushe.ir 
onesignal.com 
uupload.ir 
learnasan.ir 
 
 

 

18D8130484F071632694C523FA0F9A90 ضد ویروس com.project.antivirus_fafa70 19 

HiddenApp 
--- 
 

cafebazaar.ir/app/Hadiware.Snake_Ladder/?l=fa 
adad.ir 
tapsell.ir 
magnetadservices.com 
 

 

1D769A0E6A4562CB7D078D7DD2B03723 
3C66581D947399CA5F2365DD357F0DF1 

 Hadiware.Snake_Ladder 20 مار و پله

HiddenApp 
Adpush 

omid 

ronash.co 
pushe.ir 
onesignal.com 
 

 

29FDED3CC6092C916934978D18CF10EE آنتی ویروس هوشمند org.app.android.hooshmand 21 

AdWare Android 

learnasan.ir 
https://cafebazaar.ir/app/ramazan.rozaneh.ir/?l=en 

 

CC9D85DFD31428C81B24C4AAA01DB6EC برنامه روزانه ماه رمضان ramazan.rozaneh.ir 22 

HiddenApp omid 

ronash.co 
pushe.ir 
onesignal.com 
 

 

80851BB4F58737E384151E574C8305AC خدمات تماس com.raha.call 23 

Hiddapp Mj 

learnasan.ir 
gettech.ir 

 

EE2B09F987236E7D5050102852B9FFED شارژ + پیشخوان دولت com.sharjasl.app 24 

Hiddapp Mj 

learnasan.ir 
gettech.ir 

 

108F3F5D48B8662AE819629AFAD96DD6 سن عقلی شما com.sharjasl.app 25 

Hiddapp Mj 

learnasan.ir 
gettech.ir 

 

62E55A956D22CE58515DE7AF4B1F0A01 Application Data com.sharjasl.app 26 

HiddenApp 
ali cmp 
 

adad.ir 
ronash.co 
pushe.ir 

 

59DBA392C3E8481B4937A0B0F6DD03A0 طالع بینی پیشرفته ir.pinklab.tellfortune_finalversion 27 
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PUP.HighConfidence Android 

androidir.ir 
hamrahpay.com 
tafga.ir 
learnasan.ir 
 

 

5DE49A12C99784915D1C5AEFD15F0689 تست عشق و عاشقي com.roj.lovetest 28 

Adpush hamaz 

learnasan.ir 
https://cafebazaar.ir/app/?id=ir.voice.change&ref=share 
adad.ir 
ronash.co 
pushe.ir 

 

3BB95502918695657F05821490CB8FBF رفه ایتغییر صدای فوق ح  ir.voice.change 29 

HiddenApp newsoft 

learnasan.ir 
ronash.co 
pushe.ir 

 

6507B6D3EDEDE67CD7C3602679D99AC2 شارژ سریع باتری ir.newsoft_iran2016.battry 30 

 Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net 

 

6F024D50B157795D75D7B4F4833D8D73 گریم عکس ir.vira_tel.dawnloader24 31 

Adpush Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net  

 

C7E2FD751B1D12807A7EE5C885A68FE2 آنتی ویروس ir.vira_tel.dawnloader14 32 

Adpush Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net 

 

9CD9F1B0477874C167B70423E9EFF58B پخش زنده جام جهانی ir.vira_tel.dawnloader31 33 

Adpush Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net 

 

3676D0A702CF6E93978E3C098CCE81E3 پخش زنده جام جهانی ir.vira_tel.dawnloader29 34 

HiddenApp Vira 

vira-tel.ir 
p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
adsnovin.net 
bitload.ir 

 

297883F43A11A8638B8E44A4A856743D قفل هوشمند v1.1 ir.vira_tel.dawnloader61 35 

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir  

 

5D89B9F1E1EABB7D17B8B0E73A13C189 آنتی ویروس com.newdownloader.anti_ghamati 36 
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Riskware.SMSReg alimv 

paydane.ir 
onesignal.com 

 

3EC866A67CF5E595AC57BC77A35D31E5 
C48F824ED91A9EACD10B1C60C133C8EE 
0877FD18E41B95157A177F95748985D3 
07B228D60FC49761FF0F688986D005B0 

My file management ir.mahmoodvand.file101 37 

Adware 
HiddenApp 

MohammadFaraji 
iux 

onesignal.com 
ronash.co 
pushe.ir 
onesignal.com 
https://cafebazaar.ir/app/ir.mf.antivirusm/?l=en 

 

09FCA078BD4FF21450F1467A939E13E2 آنتی ویروس پیشرفته ir.mf.antivirusm 38 

Hiddad milano apps 

clickyab.com 
patooogh.ir 
adad.ir 
ronash.co 
pushe.ir 

 

7E5F627965A898ABBA918A1AD4F04997 شارژ باتری در سه سوت ir.milano.fastcharge 39 

HiddenApp netspeed 

onesignal.com 
ronash.co 
pushe.ir 
https://cafebazaar.ir/developer/alimotamedi/?l=fa 
 

 

ADD2082A07BA09E233AB7729697F3BE9 بهینه ساز اینترنت com.am.speed 40 

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

04D887224BC3265CC7FE941FC7AE5CA7 سرعت اینترنت com.newdownloader.sorate_internet_jamshidi 41 

Riskware.HiddenApp sadsa 

ronash.co 
onesignal.com 
pushe.ir 
 

 

0FA4456FFFA252BAB687422801149260 XoXo Girl Game ir.aboali.softverlock 42 

HiddenApp barayesh 

aksneveshtesazepishrafteh.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

8130551AA4272472CD4D2176F8D9DC3A عکس نوشته ساز پیشرفته com.pushiran.aksneveshtep 43 

HiddenApp 
 

Mf 

onesignal.com 
ronash.co 
pushe.ir 
 

 

00455ECD8906AE32CFCB21C0970B06FC بهینه ساز هوشمند ir.am.optimizer 44 

TrojanSMS 
milad faraji 
 

ronash.co 
onesignal.com 
apptaha.ir 

 

3757A65A4A495788FCB55A17673D4E7D Sex in The City ir.aboali.softverlock 45 
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--- 
asd 
 

uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 
 

 

711848DBAA268A7E3C0266BC89CF2732 Hot cartoon com.lockong.screen 46 

--- 
alimv 
 

141.105.69.168 
paydane.ir 
onesignal.com 

 

A0AE93B3EF88F53165CC3DE8EF9FDDBB فال ir.website.faal120 47 

SmsAgent 
Hiddad 

asdsad 

onesignal.com 
ronash.co 
pushe.ir 
 

 

C9A528F2F1CB57B1E9453A70038487C4 XoXo Girl Game ir.aboali.jonjoni 48 

HiddenApp parniandatashargh 

ronash.co 
pushe.ir 
 

 

DCDE4F634CF96192ED559B53B4030524 فال حافظ و انبیا 
 

ir.fal.zahedi 49 

HiddenApp 
Hossein Zamani 
Bakhtiarvand 
 

onesignal.com 
ronash.co 
pushe.ir 
https://cafebazaar.ir/app/com.sm.optimizer/ 

 

7D8684F8EDA27E12E53F891C429BC16E بهينه ساز هوشمند com.sm.optimizer 50 

--- Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

819071C1946E44F0150A95A99053A73B والپیپیر ir.vira_tel.dawnloaderO6 51 

--- Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

9C13ADE8D2A32A9341FE24429A2E82DD والپیپیر ir.vira_tel.dawnloader39 52 

--- Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

2F87B2E5E0BE432E4F8B8A95C968BFFA والپیپیر 
ir.vira_tel.dawnloaderO10 
 

53 
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HiddenApp Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

79806218963F1FE3697C4C2FB898F1C2 تقویم هجری ir.vira_tel.dawnloader46 54 

HiddenApp Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

357379FC06DA3A4C97CDD10FB5B17F41 تقویم هجری ir.vira_tel.dawnloader47 55 

HiddenApp Vira 

p86.ir 
onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

3B4FCBA6EA1C13C6B53DB74F3E52CD86 تقویم هجری ir.vira_tel.dawnloader42 56 

--- asdfcasdsa 

onesignal.com 
ronash.co 
pushe.ir 

 

A045C341E46F8CC45E2D52F6C45D7ECE Hot cartoon com.life.raveshzzd 57 

SmsAgent asdfcasdsa 

onesignal.com 
ronash.co 
pushe.ir 

 

8A61B42E6C8B76DF856D61325EF342FF Sexy Games com.life.raveshzzd  58 

--- 
Raman 
 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

15D6ABB9D883773DDFBE470CB97AF070 کارت به کارت com.newdownloader.cartbecart_motamedi 59 

--- Raman 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

B2821BE51DB20CDD225B392B60264358 تست عشق com.newdownloader.testeshgh_motamedi 60 

--- Raman 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

FD8B62C5D21564A1F7B9E0B322CE027A تست عشق com.newdownloader.testeshgh_farzad 61 

--- Raman 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

34362890337346596EA27A1C60BAA15D تست عشق com.newdownloader.testeshgh_fatolla 62 
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--- Raman 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

F17183E5786C4764F444B9FBD683FAB9 تبدیل عکس به نقاشی com.newdownloader.axbenaghashi_farzad 63 

--- 
Raman 
 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

D626C3B88F9D23268ACBBBF480CDE9C2 تبدیل عکس به نقاشی com.newdownloader.axbenaghashi_motamedi 64 

--- 
Raman 
 

pushiran.com 
learnasan.ir 
uupload.ir 
onesignal.com 
ronash.co 
pushe.ir 

 

33C52133CB754A8CC1687C62696F6484 
 com.newdownloader.axbenaghashi_jamshidi 65 تبدیل عکس به نقاشی 

HiddenApp persiancalendar 

onesignal.com 
ronash.co 
pushe.ir 
taaps.ir 

 

A41266DB0D25C3F337E970BF4220B4EB Persian Calendar com.forpushe.persiancalendar 66 

HiddenAds  
HiddenApp 

downloader 

taaps.ir 
onesignal.com 
ronash.co 
pushe.ir 
 
 

 

950A629D833FC267C043E57F2B418B3D  97تقویم  com.ganuni.apps 67 

TrojanSMS 
HiddenApp 

raman 

http://5.239.245.36:9090/bmc/services/api/v1/client_authentication/verify_authentication_code 
pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

24FC9FF3FD811257641540FCA54503D3 شب یلدا ir.pushiran.hamrahdownloader5 68 

Adpush omid 

https://cafebazaar.ir/app/org.app.android.hooshmand 
onesignal.com 
ronash.co 
pushe.ir 
 

 

7C73A00E4D809463A5B2A5080A18300A آنتی ویروس هوشمند org.app.android.hooshmand 69 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

CC41F3D8DFB5C02689DEDB014AE34F1E آنتی ویروس پیشرفته ir.pushiran.antivirus7 70 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

AB704284032127DADCAD365AE7B09A00 کارت به کارت ir.pushiran.CardToCard.apk 71 
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HiddenApp key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

566EA625666C852674D43BF3E9622E6D فال عشق ir.pushiran.FalEshgh 72 

HiddenAds 
TrojanSMS 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
learnasan.ir 

 

5EA2A70BE79F4717926DB41E9E865577 فلزیاب همراه ir.pushiran.felezyab 73 

HiddenApp key 

onesignal.com 
ronash.co 
pushe.ir 
rtellservers.com 

 

7C3736B4E297497EF623FF16F39844AD قاب عکسهای دونفره com.waycreon.axdarghalb 74 

SmsAgent 
t1actor2-1.0.6-
970121.jks 
 

174.138.49.188 
84.22.111.11 
 

 

A64128C49FCFD631DC586269FE50B2B3 م بازیگریشبیه کدو  com.type1actor2_bydownloader  
 

75 

Trojan-SMS alimv 

paydane.ir 
onesignal.com 
uupload.ir 
 

 

E3D2A86300AA8F0D6819EFAC894AF382 Downloader ir.mahmoodvand.ins302  76 

Trojan-SMS popnotif 

141.105.69.168 
onesignal.com 
 

 

D848C4B2925FE2A84D32BA4E02B5C54E Downloader com.google.installerv7 77 

Riskware.SMSReg popnotif 

141.105.69.168 
onesignal.com 

 

1A66FB4717345ADD364E116F7868F1FC شبیه کدوم بازیگری com.google.celebtwin  78 

Trojan-SMS 
popnotif 
 

141.105.69.168 
onesignal.com 

 

AE42855522F4CF84D1E4AE07BBC71ACF 
0507446D922636B225E9757EB7740225 

com.android.setting com.google.popnotif 79 

Trojan-SMS popnotif 

141.105.69.168 
onesignal.com 

 

2D794E8FA37A3F1E3A905C1FE4CF9972 com.android.installer com.google.popnot 80 
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AdWare Shalamrood 

adad.ir 
https://cafebazaar.ir/app/com.shalamrood.faleanbia/ 

 

6E5FCDAE6541748C47AE8D788B47CF01 فال انبیاء com.shalamrood.faleanbia 81 

Riskware.SMSReg popnotif 

onesignal.com 

 

EB9CBBF7220E5EEDD16774D126DA84B0 بچه ساز com.google.babylike 82 

WipeLocker 
--- 
 

- 

 

73F129486D461305D7C28759990F09C3 sms free com.elite.vv 83 

--- raman 

http://cafebazaar.ir/app/ir.ramantell.keyboard/?l=fa 
keyboardservices.ir 
pushnotificationws.com 
rtellservers.com 
onesignal.com 
 

 

5981A50EFEEBC3C18C60E6DBB7E98650 کیبورد هوشمند ir.ramantell.keyboard  84 

Trojan-SMS alimv 

paydane.ir 
199.127.99.12 
onesignal.com 

 

CF3E1EB40AEEC76921FF0CA252D9DCBE فال ir.mahmoodvand.faal103  85 

--- asedas 

onesignal.com 

 

199833A3C725009C21BC4EDE2545767A 
492751DB732EDB95985E780F72C4F417 

Top ir.jok.lbr 86 

Trojan-SMS alimv 

141.105.69.168 
paydane.ir 
199.127.99.12 
onesignal.com 
akairan.com 

 

4D8B2B0B67A16363B1A13B00D767126A فال ir.website.faal118  87 

--- sdca 

onesignal.com 
uupload.ir 

 

D86FCE725A15C62E9422A37D5877C04A + 18فیلم های  com.startuppyar.taghvim 88 

ANDR.SMSreg v4 

weezweez.ir 
 

 

05539EBD4B1DE3544BC06A18287BF283 تغییر صدا com.baseviocechanger  89 
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--- SamixMobile 

adad.ir 
clickyab.com 
mbaas.services 
 

 

D183E556CC7C412F57F595A0EF6323D4 مکان یاب دقیق com.bobesfanji672.locatioon  90 

AdWare 
Morteza Javanmard 
 

adad.ir 
sepehrapps.ir 
intellidict.ir 
sepehrapps.tk 
 

 

3DB23780988F00FF8AD594F6D039624A دزدگیر هوشمند ir.javan.free_gooshy_yab 91 

AdWare Unknown 

adad.ir 
ronash.co 
pushe.ir 
https://cafebazaar.ir/app/com.hameh/?l=fa 

 

ED8CC993D182C843B45B85E5F4E33F08 
C63813F981D15C2B4F3D95DFEB757916 

 com.hameh  92 فال حافظ

HiddenApp-AQ iux 

onesignal.com 
 

 

B4735D9F93AA5CD5B3A8BC4A555BDA2B ماهواره جیبی ir.am.falhafez  93 

HiddenApp-AQ iux 

onesignal.com 
 

 

2CC3774798FF28A8D011BEE9B79AE0AD صیغه یاب ir.am.falhafez  94 

HiddenApp-AQ iux 

onesignal.com 
 

 

C9730594A846F5C168D4ECC0C438ACCB Gmail ir.am.falhafez  95 

Adpush 
milad faraji 
 

onesignal.com 
ronash.co 
pushe.ir 
eligeram.net 
lordpopup.com 

 

1EC2936D846A6D3A2C3FF4E25D2D247D Services ir.ai.youtubeone  96 

Hiddad.ME 

Newadvencher 
--- 
milad faraji 
 

payment819.ml 
onesignal.com 
ronash.co 
pushe.ir 
patooogh.ir 

 

96A843E6C5928421038512FF35EE4EEC 
21C87A3227B66CB6F6DABE7B20FE48FD 
C72ABA6E5A60F940CEB8B9F04C7D9CE9 
1E9A104ADC3632F5CBF084463DCBF0F7 
4905BF90DF6E090C0EE3F98126FECF8C 

--- 
E4136054DBC171F1218A9C54FBA06A9B 

Services 
 ir.ab.kgethelp  97 

TrojanSMS 
milad faraji 
 

cpanel9.ml 
onesignal.com 
ronash.co 
pushe.ir 
 

 

75CCBD5BB01F74F3354E2D0AD84596AB فلاش پیشرفته ir.propertis.flashlight  98 
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TrojanSMS milad faraji 

cpanel9.ml 
onesignal.com 
ronash.co 
pushe.ir 

 

4B979BECAD227F38EB11D1DD40F2C368 Services ir.propertis.flashlight  99 

HiddenApp --- 

pushfa.com 
ronash.co 
pushe.ir 

 

4B21A4E94C7B6A684DD18CB8B7A9E5B5 بازار com.farstel.bazar  100 

TrojanSMS asd 

uupload.ir 
ronash.co 
pushe.ir 
onesignal.com 
 
 

 

63BCC3B576E96A7B32DA2705E16F005B 
F95079081FEE1C7930DB5336FB476661 

54DDB4B2A30C818D91AD01CF34570C3E 
Hot cartoon com.lockong.screen  101 

TrojanSMS Unknown 

uupload.ir 
ronash.co 
pushe.ir 
onesignal.com 
 

 

A427693D6BD83F6DA2CD8A15F44339DF 
85DC52F4EC558A28B8C09D75C4866188 

 com.blod.taghziye  102 آموزش های بزرگسالان

Riskware.HiddenApp leran 

patooogh.ir 
ronash.co 
pushe.ir 
onesignal.com 
 

 

BEF227710F9BDF2AB0D5BC8755393092 
8170DA762292A850E378DE048A9B1458 

XoXo Girl Game ir.nopostgroup.learning  103 

TrojanSMS asdasd 

ronash.co 
pushe.ir 
onesignal.com 
 

 

5B8574D26CD5F642ABB0B7FC47E50E79 
6435B46852BDBF0B028ECC7646D8C1C3 

Update : +18 Movies com.persianctree.cleaner 

 
104 

PUP.HighConfidence --- 

gamejoo.com 
bejo.ir 
cheshmak.me 
logentries.com 
 

 

8A96B9AAE07A5B7D7232797594D64E72 
9997568DE8F738B899F0D44AD674D1C8 
70B069785D21527DE46358431AEBE564 

ازرس رایگانبر   hu.book.free  105 

SmsAgent 
Ram bahaman 
 

adad.ir 
ronash.co 
pushe.ir 
onesignal.com 
patooogh.ir 
 

 

 
7D9DD118AA9D8B3DEC31C104438DA959 
04B2A0FB8350AF0E367829441291F5B3 

 ir.byd.fastdiviceandro  106 پاکساز هوشمند )افزایش سرعت گوشی(

HEUR:RiskTool --- 

bejo.ir 
gamejoo.com 
ronash.co 
pushe.ir 
 
 

 

A5419DFF5FA4E454BEF5C6DB0B54F7D7 + 18مجموعه بازی  si.gam.ir  107 
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--- Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 
 

 

7388B6771E5A4472D7EF365627F48AAA زودشارژ com.newdownloader.fatolla_zoodcharge  108 

--- Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

9D05A3D8F906F0DDA4E51602F7C6F19C زودشارژ com.newdownloader.motamedi_zoodcharge  

 
109 

--- --- 

bejo.ir 
gamejoo.com 
174.138.49.188 

 

990FD5D3DBCB96DA40885E795592AFAE 
انتی ویروس+استیکر ضدهک تلگرام+

 hack.telegram.com  110 متناسب با نام شما

HiddenApp --- 

onesignal.com 
ronash.co 
pushe.ir 
 

 

81B73BC100361702222313686D7B867C شهوت+ com.hanie.goal  111 

HiddenApp --- 

onesignal.com 
ronash.co 
pushe.ir 
 

 

607322960E238ED7012E291DEFF06044 ❤️کلیپ سکسی com.hanie.goal  112 

PUP.HighConfidence --- 

and-roid.ir 
p86.ir 
onesignal.com 
iranand.com 

 

671300D228F1F5783805E4E11A6583E8 
21A2BF1488C6E573DD6C925DA04CD826 

asmall persian calendar persian.calendar.widget.persiangulf.small 113 

DownLoader kohanweb 

onesignal.com 
kohanweb.com 
sh7.ir 
https://cafebazaar.ir/app/com.kohanweb.axprofile/?l=en 

 

112B2DE466BCFCB1EA4FF60EBA96E8EC عکس پروفایل com.kohanweb.axprofile  114 

TrojanSMS Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

DE58F4AC23E20812B8A6BFE95EB3F87E هواشناسی com.newdownloader.havashenasi_behnam  115 

TrojanSMS Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

A9900818146E1905AED6EC4E4BAA6FF4 هواشناسی com.newdownloader.havashenasi_mohammad 116 
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HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

7F2AFC17AB5C2D9C73203CB275524EA6 
B389A3346BE44A94751226995FA57AEF 

 مصرف اینترنت
 

com.newdownloader.masraf_internet  

 
117 

HiddenAds key 

rtellservers.com 
pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

A4FEEC80651C38F044C5212FD25E7015 
98DE5A776DC4B24841EF870DADA3E5A8 
45B2C9BCBBB4D4355ADC0579BA96E62A 

 com.newdownloader.antivirus3  118 ضد ویروس

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
learnasan.ir 

 

10E2172C2FF8DF4F45CF72577D53489A 
ترنتسرعت این  

 
com.newdownloader.internet_speed_barayesh  

 
119 

HiddenApp Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

DA16E98E26F49B7905E417F22B84573F 
 آنتی ویروس

 
com.newdownloader.antivirus_ehsan  

 
120 

HiddenApp Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

D87A3BDAD1BCCC6693B5D15509F5753E 
 آنتی ویروس

 
com.newdownloader.antivirus_mohammad  

 
121 

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

C27275F27B7BD16836F647A5222463EC 
 آنتی ویروس

 
com.newdownloader.antivirus_dariush  

 
122 

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

60B2B3B8D47C2060CBBFB2B242634F31 زودشارژ com.newdownloader.zoodcharge  123 

HiddenAds raman 

uupload.ir 
pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

127F3EB9E465DEF9A881B39254D305CC 
یگاناینترنت را  

 
ir.pushiran.freenet2  

 
124 

HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

DCD2CDC4868DB9600BD6BE120742D101 
 مصرف اینترنت

 
com.newdownloader.masraf_internet_4  

 
125 
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HiddenAds Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

3A1C2547A4681BFE447513357DA95995 زودشارژ com.newdownloader.record_zood_charge_ashabah
r 

126 

HiddenApp Ayhan 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

3E13CC6B144247DCA5AD19D1FB66927B 
 زودشارژ

 
com.foota.zoodcharge 
 

127 

HiddenApp Ayhan 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

33AE99DC1B44362397FCF5BB03D6F6C8 
5C681DDA1C83F2BC69B6243B446CD7C7 

 زودشارژ
 

com.foota.zoodcharge  
 

128 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

582DB6FFF5AF363744EE4F0A0283F4F4 
اذان گو 97تقویم   

 
com.newdownloader.taghvim4  

 
129 

HiddenApp Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

95A6D21589F9E1F0AFC6AE620363239E 
 مصرف اینترنت

 
com.newdownloader.internet_manager_3  

 
130 

HiddenApp raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

DDF720428B1559D19AAC245443F0E860 
 تغییر صدا

 
ir.pushiran.voicechanger4  

 
131 

HiddenApp 
SmsAgent 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
rtellservers.com 

 

A01D34B5C49B9890BC53577EC7597384 عکس به نقاشی com.newdownloader.ax2naghashi3  132 

HiddenApp Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
learnasan.ir 

 

C2B3666FFF5427D6C728AACF23A35A36 
 مارپله

 
com.newdownloader.marpele_farzad  

 
133 

HiddenApp 
HiddenAds 

Raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 

 

BB8D2457077AF4CA6607FC7E5C56C806 
ارپلهم  

 
com.newdownloader.marpele_motamedi 

 
134 
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HiddenApp key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
learnasan.ir 

 

F66F133434266EC740570A3AF94F3C24 تگرام همه کاره com.newdownloader.telegram 
 

135 

SmsAgent 
HiddenAds 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

BF10CFA7F8CF3C2D44C138AD0938BBA7 
 سرعت اینترنت

 
ir.pushiran.NetSpeed5  
 

136 

HiddenAds 
APK:RepMetagen 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

A3AC33C3C07ED71844E3283735055470 واریز ir.pushiran.variz  137 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

2FE54067FE8440C5F735661B3D3A26A1 عشق سنج ir.pushiran.lovetest  138 

HiddenApp key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

A8A2DD036FC99E4406BDD52C6E2AFC2B ناشناس پیام  ir.pushiran.payamnashenas  139 

HiddenAds raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

389051826AF93E382F639AC456C081DE کی برد همراه ir.pushiran.keyboard1  140 

HiddenAds raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

9B0435FC04689A1564D5FABAFA7D9FC5 آنتی ویروس ir.pushiran.landlineuser3  141 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

148E7B7B94E317F4A7872BA3895DEBD3 هواشناسی پیشرفته ir.pushiran.weatherapp  142 

TrojanSMS 
HiddenAds 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

A0143FAC861D905DAAA004444840F4E7 مکان یاب com.newdownloader.Location8  143 
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HiddenAds raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

89B197AE0F474837343BED55CAA078D9 تغییر صدا ir.pushiran.VoiceChanger2  144 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

2E9FA8980B2C2413C32D2D7B99329BBA مکان یاب هوشمند ir.pushiran.MakanYab6  145 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

4D1DF6179570CE3A2C8B6DE9D29FF052 افزایش سرعت اینترنت ir.pushiran.animdialog1  146 

SmsAgent 
HiddenAds 

key 

onesignal.com 
ronash.co 
pushe.ir 
 

 

EADEBCEE5635B9F7DC8BA18753A338D0 تست عشق com.love.ramannn  147 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

9C8230ADFFD2192D04B65A20F8A83B1D تقویم فارسی ir.pushiran.persiancalendar  148 

HiddenAds raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

89EE2394E135522C89439EEC5071FA1F آنتی ویروس ir.pushiran.landlineuser8  149 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 

 

DE55823D0CF249B0B4CC43A2E9618FC7 افزایش سرعت اینترنت ir.pushiran.VoiceChanger3  150 

Hiddad.EB.Gen --- 

http://cafebazaar.ir/app/com.ir500tomani.persiancalendar/?l=fa 
ronash.co 
pushe.ir 
uupload.ir 
 

 

AF93809C505D95D1AEF166F645DC0A14  ۹۷تقویم فارسی  com.ir500tomani.persiancalendar  151 

TrojanSMS 
HiddenAds 

key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 
 

 

603DC11FF3BB9315033858ECAE8554BF لاغری سریع ir.pushiran.fastlaghari  152 
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--- Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
androidha.com 

 

D2E9162ED98E62E3279936506C21461C تغییر صدا ir.vira_tel.dawnloader7 153 

--- Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
adsnovin.net 

 

DEA0CB1052D9E8CFB9FF023E35369E0A دعا ir.vira_tel.dawnloader25 154 

Downloader 
HiddenAds 

raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

A2F1AACEEF10FEF6D80D1B3E3D44FCC6  ۹۷تقویم فارسی  ir.pushiran.newLegeal  155 

--- Vira 

onesignal.com 
ronash.co 
pushe.ir 
vira-tel.ir 
p86.ir 
adsnovin.net 

 

100C846EE07428A3E0A12DA75A285116 پخش زنده جام جهانی ir.vira_tel.dawnloader30 156 

HiddenApp key 

onesignal.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

DA56FB59B5AB3D2A41CDFAC6D8898585 ضد ویروس com.ZedeVirous.zedevirus2  157 

HiddenAds raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

C366A0A99C1A2AFFE38194E30CF25C26 تبدیل عکس به نقاشی ir.pushiran.animdialog1  158 

HiddenAds key 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
uupload.ir 
 

 

E854D0E5A7F7B9FAA47C0F36B261DCA7 عکس در قلب ir.pushiran.axdarghalb  159 

Adware mm 

magnetadservices.com 
adad.ir 
ronash.co 
pushe.ir 
 

 

A38452254CA750154E402804A41ACD5B 
 فال عشق درصدی

 
com.marjansb.fallovedarsad  

 
160 

Riskware.FakeApp qaaqqa 

onesignal.com 

 

63503A0886D06F728AB6B74C93BA4481 
Bear vpn 

 
ir.fil.fill  

 
161 
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HiddenApp raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

83493EE9FD85AC46E0FD93FCE8AD4DD1 
 

 com.pushiran.ahangpishvaz2  162 آهنگ پیشواز

HiddenApp raman 

pushiran.com 
onesignal.com 
ronash.co 
pushe.ir 
 

 

BB9042D360084A175E4718C50066DEF5 آهنگ پیشواز com.pushiran.ahangpishvaz  163 

Android-PUP/Adad androsoft 

adad.ir 
 

 

AC74BF3DEF39B8F8D9234665631620F9 تست عشق ir.love.my  164 

Hiddenapp 
SmsAgent 

am 

onesignal.com 
 

 

5ACA3B824A2D43179903C90C37072A42 ویرایش عکس io.ionic.starter  165 

Hiddenapp 
SmsAgent 

am 

onesignal.com 
 

 

DDE46695E72F7654B695E4EF929DD556 گفتگو io.ionic.conversation  166 

--- --- 

adad.ir 
174.138.49.188 

 

7B5A230D549E3CE64655D0EEFBA72459 طالع بینی ازدواج ir.rayangostar6.astrologymarriage  167 

HEUR:RiskTool 
Android:Evo-gen 

Android 

bejo.ir 
gamejoo.com 
ronash.co 
pushe.ir 
 
 

 

EC6CEDD89229648CC0319CE6B8712664 Free Follower com.mahvare.ir  168 

HiddenApp pirazad 

onesignal.com 
ronash.co 
pushe.ir 
learnasan.ir 

 

FBE5353F17F05854242E73EEC7D2AC1C  اذان گو 97تقویم  ir.apa.persiancalendar_aarp97  169 

Hiddad majid 

adad.ir 
ronash.co 
pushe.ir 
https://cafebazaar.ir/app/dg.bm.group.cb/?l=fa 
 
 

 

54EA86FC2E5F0787DE4AF478AB2E5504 Mobile Bank dg.bm.demo.cb  170 
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Fakealert omid 

https://cafebazaar.ir/app/com.project.antivirus_fafa70/?l=fa 
adad.ir 
ronash.co 
pushe.ir 
onesignal.com 
uupload.ir 
learnasan.ir 
 
 

 

1623DFA5C5D9786359974D359D7C9D8E ضد ویروس com.project.antivirus_fafa70  171 

HiddenApp Raman 

pushiran.com 
ronash.co 
pushe.ir 
onesignal.com 
 

 

6369A81D283BEA485D57768C4190048A ماه رمضان com.newdownloader.Ramezan_fatolla 172 

HiddenApp 
Riskware.Agent 

hadi 
 

adad.ir 
onesignal.com 
https://cafebazaar.ir/app/com.am.meraj/?l=fa 
 

 

0BF8E07C62CCC5C06C5ECA3F40E5C350 دعای معراج صوتی com.am.meraj 173 

HiddenApp --- 

bejo.ir 
gamejoo.com 
magnetadservices.com 
hamrahpay.com 
adad.ir 
ronash.co 
pushe.ir 
learnasan.ir 
irimo.ir 
 

 

CB35C962AE76B5C825761F5621FFA33F سوابق بیمه com.savabeghh.ir  174 

HiddenApp hadi 

onesignal.com 
ronash.co 
pushe.ir 
 

 

5EC257CEF919237E6079247F59C09727 تعبییر خواب جامع com.tabiir.khab  175 

Hiddad --- 

adad.ir 
ronash.co 
pushe.ir 
62.212.85.137 
https://cafebazaar.ir/developer/yalniz/ 
 

 

3BFFA1C45E9C8918FE7EFD9F5A900A1F تغییر صدا com.yalniz.change  176 

FakeAV key 

onesignal.com 
ronash.co 
pushe.ir 
 

 

6997E643AAC72B6B5FC6C67E164F6780 آنتی ویروس پیشرفته com.antivvv.esetsecurity  177 

HiddenApp 
Adpush 

mohammadnazifi 

ronash.co 
pushe.ir 
 

 

A5B81672F5BE5AEAA98F03FCDFF58FC0 بهینه ساز همراه ir.behinesaz.zahedi  178 

HiddenApp barayesh 

ronash.co 
pushe.ir 
http://cafebazaar.ir/app/info.Barayesh.finaldownloadmanager/?l=fa 
onesignal.com 
 
 

 

BABE31C7B97D67A2D10B26C8FB0B90EF دانلودر همه کاره info.Barayesh.finaldownloadmanager  179 

https://blog.certfa.com/


PushIran.DL Malware Family | The Botnet of Fraudulent Advertising in Iran | August 2018 | certfa.com 

DETECT DEV/CERT URL ICON MD5 APP NAME PACKAGE NAME ID 

HiddenApp 
.Riskware.Agent.gHH
NS 

SamixMobile 
 

adad.ir 
clickyab.com 
mbaas.services 
 

 

BC43EBA23B72928FA1BEF700BBB673B6 برنامه فلزیاب گوشی com.zinatidev4.felezyab  180 

HiddenApp 
HiddenAds 

key 

500tomani.ir 
onesignal.com 
ronash.co 
pushe.ir 
 

 

6F3E01C3CF32BF3161D6F00EBC605119 کارت به کارت info.bank.cart2cart 181 

HiddenApp 
Adpush 

app run 
 

ronash.co 
pushe.ir 
 

 

11D4939B518CC6847903181298FEAF3E هالک فوق العاده novin.sg.bhulk  182 

--- raman 

pushiran.com 
 

 

96CD61A12D303C2ED2F90FD61F448736 باگت com.pushiran.buget 183 

Adpush 
abbas.abdollahi 
 

ronash.co 
pushe.ir 
onesignal.com 
learnasan.ir 
 

 

833181700A843509463D70294530FBF5 همراه بانک هوشمند ir.hushmand.kartbank 
 

184 

FakeAV raman 

pushiran.com 
ronash.co 
pushe.ir 
onesignal.com 
 

 

5FB4B394F619A405878E5F9DEB91F7E5 آنتی ویروس پویا com.charkhoneh.antivirus.mobilesecurity  185 

--- raman 

pushiran.com 
ronash.co 
pushe.ir 
onesignal.com 
 

 

701E838387470E269FFA46A0CBC5EE9B آنتی ویروس پویا com.pushiran.antivirus.mobilesecurity  186 

Adpush 
Hiddad 

sasan baooj- amard 
 

learnasan.ir 
https://cafebazaar.ir/app/ir.amardandroid.amarddoa/?l=fa 
amardandroid.ir 
tapsell.ir 
adad.ir 
ronash.co 
pushe.ir 
  

92EDC588244FAB6591C34985141D335B ادعیه و زیارات آمارد ir.amardandroid.amarddoa  187 

CallPay 
HiddenAds 

key 

appsharj.com 
onesignal.com 
ronash.co 
pushe.ir 
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--- 2 

http://cafebazaar.ir/app/ir.samaanak.keyboard/?l=fa 
pushnotificationws.com 
onesignal.com 
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Adpush 2 

http://cafebazaar.ir/app/ir.samaanak.keyboard/?l=fa 
pushnotificationws.com 
onesignal.com 
ronash.co 
pushe.ir 
pushekhtesasi.com 
 

 

7E44F9961FB777C8C15B546DFE59353E 
78905C41D0C2BE1638AF42DE27B4EBC7 

 ir.samaanak.keyboard  190 کیبورد هوشمند همه کاره

CallPay-J 
HiddenApp 
HiddenAds 
TrojanSMS 

raman 

pushiran.com 
pushnotificationws.com 
onesignal.com 
ronash.co 
pushe.ir 
pushekhtesasi.com 
 

 

137C774F594931875EF5128ED1F22B61 کیبورد پویا ir.charkhoneh.keyboard  191 
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