ID PACKAGE NAME APP NAME MD5 ICON URL DEV/CERT DETECT

onesignal.com

adad.ir

patooogh.ir

adad.ir

ronash.co

pushe.ir
https://cafebazaar.ir/app/ir.byd.fastdiviceandro/

1 ir.byd.fastdiviceandro (U,wgf CSURIEV I [1-1) EVPPY-Y Sbwsl 97EDEDDB68FFCDB658FAS5C62DDCCD478B Ram bahaman SmsAgent

174.138.49.188
84.22.111.11

tlactor2-1.0.8-

2 com.typelactor2_bydownloader 65525 093 g 63FCC338838D74BB7DF69DB3A1257E95 970123 jks

TrojanSMS

onesignal.com

ronash.co

pushe.ir

vira-tel.ir Vira
p86.ir

adsnovin.net

3 ir.vira_tel.dawnloader20 29>z 7C64277C3789F8643A23C6F2DE1265CC

uupload.ir
onesignal.com
ronash.co

pushe.ir

4 com.vastor.persiancleaner oS yilad FC754F72EC99561C17446F3FE61EF88D Unknown TrojanSMS

uupload.ir
onesignal.com
ronash.co

pushe.ir

5 com.vastor.persiancleaner oS yilus 3B21A8984E47325A7274C823F9E15795 Unknown TrojanSMS

uupload.ir
onesignal.com
ronash.co

pushe.ir

6 com.saman.pure osSe ,Sdulpg 1DF44C6A6452668C0813671BB6170C83 new HiddenApp

uupload.ir
onesignal.com
ronash.co

pushe.ir

7 com.bestmaker.antipackage 18+ acgo=o 3084499EB2259869CEF1898323B4633C Unknown TrojanSMS

onesignal.com
ronash.co
pushe.ir

8 com.am.drive Sexy Games 546FESF8227E7CFE31EBSAOA8D39A4C3 Adsa Hiddad.VCC.Gen

onesignal.com
ronash.co
pushe.ir

9 comam.drive OS2, a0l ¢yl + 5,595 LU DA944852A61C595D95F794BCIFFD1946 https://play.google.com/store/apps/details?id=com.am.drive Aria Tosewe Hiddad.VCC.Gen
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10

11

12

13

14

15

16

17

18

r.oddrun.jam

PACKAGE NAME APP NAME

com.newdownloader.ax_naghashi_zz_homayoun S Je

com.am.optimizer

com.sm.antivirus

estekhare.app.top!

Sioibgd Sw aiag

Ahaddigd w9 g Gl

sazeh ol L o)Ll

raman.apps.mobilesecurity Smart Antivirus AppLock
com.faseleh.naghashi 250 oS ooy puSe
ir.ronak.fal (G=blg) JB
ir.abohava.weatherfarsi lgo o T

MD5

E4D53B9B0998B48C35231C4020683524

D7A2AEDE1ED47AS34DED3DB62775794D

59C0422DA7D0776E10B45F7A7E20CD36

9889968AE891F7C9E054E09276C57C1C

361FAB76D83605361742E6B58D50F560

18C23582652139FF07CAAE7764E9DA31
18169A5CC491B295AE5AC61A303FC459

FESO0050BFF44040CA509B32C6E10C3E

76053A8COBAEE2AB1C41B754A3862347

5F4B7F3DCE45A7A44B07A7AEAS8F80AC

Pushiran.DL Malware Family | The Botnet of Fraudulent Advertising in Iran | August 2018 | certfa.com

ICON

footballiapp.ir
mono.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

onesignal.com

ronash.co

pushe.ir
https://cafebazaar.ir/app/com.am.optimizer/

onesignal.com
ronash.co
pushe.ir

adad.ir
ronash.co
pushe.ir

pushiran.com
ronash.co
pushe.ir
onesignal.com

ronash.co
pushe.ir

ronash.co
pushe.ir
174.138.49.188

ronash.co
pushe.ir
learnasan.ir

URL

DEV/CERT

apk-icon-editor

Ali Motamedi,
Hossein Zamani
Bakhtiarvand

XX

ronash.co
pushe.ir

Raman

Unknown

monir

editor

DETECT

APK:Downloader

HiddenApp

Fakealert

HiddenApp

FakeAntiVirus

HiddenApp

Trojan.Gen.2

HiddenApp
Adpush
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19

20

21

22

23

24

25

26

27

PACKAGE NAME

com.project.antivirus_fafa70

Hadiware.Snake_Ladder

org.app.android.hooshmand

ramazan.rozaneh.ir

com.raha.call

com.sharjasl.app

com.sharjasl.app

com.sharjasl.app

ir.pinklab.tellfortune_finalversion

APP NAME

Ur929 MO

aby g le

Ahaddigd w9 g Gl

Obds; oo ailjg; aolip

o> lgZudny + 5,Lb

Application Data

ad by i @b

MD5

18D8130484F071632694C523FA0FSAS0O

1D769A0E6A4562CB7D078D7DD2B03723
3C66581D947399CA5F2365DD357F0DF1

29FDED3CC6092C916934978D18CF10EE

CCOD85DFD31428C81B24C4AAA01DB6EC

80851BB4F58737E384151E574C8305AC

EE2BO9F987236E7D5050102852B9FFED

108F3F5D48B8662AE819629AFADI6DD6

62E55A956D22CE58515DE7AFAB1FOAOL

59DBA392C3E8481B4937A0BOF6DDO3A0
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ICON

URL

https://cafebazaar.ir/app/com.project.antivirus_fafa70/?I=fa

adad.ir
ronash.co
pushe.ir
onesignal.com
uupload.ir
learnasan.ir

cafebazaar.ir/app/Hadiware.Snake_Ladder/?|=fa
adad.ir

tapsell.ir

magnetadservices.com

ronash.co
pushe.ir
onesignal.com

learnasan.ir
https://cafebazaar.ir/app/ramazan.rozaneh.ir/?l=en

ronash.co
pushe.ir
onesignal.com

learnasan.ir
gettech.ir

learnasan.ir
gettech.ir

learnasan.ir
gettech.ir

adad.ir
ronash.co
pushe.ir

DEV/CERT

omid

omid

Android

omid

Mj

Mj

Mj

alicmp

DETECT

Fakealert

HiddenApp

HiddenApp
Adpush

AdWare

HiddenApp

Hiddapp

Hiddapp

Hiddapp

HiddenApp
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29

30

31

32

33

34

35

36

PACKAGE NAME

com.roj.lovetest

ir.voice.change

ir.newsoft_iran2016.battry

ir.vira_tel.dawnloader24

ir.vira_tel.dawnloader14

ir.vira_tel.dawnloader31

ir.vira_tel.dawnloader29

ir.vira_tel.dawnloader61

com.newdownloader.anti_ghamati

APP NAME

"""‘ch wa e

sl a8,> G99 slvo i

b g 5L

Se @5

oo Gl

ez el 0355 Yy

Sz pla 0a3; Ly

ieubg Jad v1.1

wwang Gl

MD5

5DE49A12C99784915D1C5AEFD15F0689

3BB95502918695657F05821490CB8FBF

6507B6D3EDEDE67CD7C3602679D99AC2

6F024D50B157795D75D7B4F4833D8D73

C7E2FD751B1D12807A7EE5C885A68FE2

9CDSF1B0477874C167B70423E9EFF58B

3676D0A702CF6E93978E3CO98CCES1E3

297883FA3A11A8638B8E44A4A856743D

5D89B9F1E1EABB7D17B8BOE73A13C189
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ICON

FIAWORLD v

RUSSIA 2018

A WORLD Cuw

RUSSIA 2018

URL

androidir.ir
hamrahpay.com
tafga.ir
learnasan.ir

learnasan.ir
https://cafebazaar.ir/app/?id=ir.voice.change&ref=share
adad.ir

ronash.co

pushe.ir

learnasan.ir
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
p86.ir
adsnovin.net

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
p86.ir
adsnovin.net

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
p86.ir
adsnovin.net

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
p86.ir
adsnovin.net

vira-tel.ir
p86.ir
onesignal.com
ronash.co
pushe.ir
adsnovin.net
bitload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

DEV/CERT

Android

hamaz

newsoft

Vira

Vira

Vira

Vira

Vira

Raman

DETECT

PUP.HighConfidence

Adpush

HiddenApp

Adpush

Adpush

Adpush

HiddenApp

HiddenAds
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37

38

39

40

41

42

43

44

45

PACKAGE NAME

ir.mahmoodvand.file101

ir.mf.antivirusm

ir.milano.fastcharge

com.am.speed

com.newdownloader.sorate_internet_jamshidi

ir.aboali.softverlock

com.pushiran.aksneveshtep

ir.am.optimizer

ir.aboali.softverlock

APP NAME

My file management

sy w929 S

Wew aw > (5,50 5Lk

<oyl 5w diagy

XoXo Girl Game

by b didgs puSe

Moo jlw disg

Sex in The City

MD5

3EC866A67CF5E595AC57BC77A35D31E5
CA8F824ED91A9EACD10B1C60C133C8EE
0877FD18E41B95157A177F95748985D3
07B228D60FC49761FFOF688986D005B0

0SFCAO078BD4FF21450F1467A939E13E2

7E5F627965A898ABBA918A1AD4F04997

ADD2082A07BA09E233AB7729697F3BES

04D887224BC3265CC7FES41FC7AESCA7

OFA4456FFFA252BAB687422801149260

8130551AA4272472CD4D2176F8DIDC3A

00455ECD8906AE32CFCB21C0S70BO6FC

3757A65A4A495788FCB55A17673D4E7D
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ICON

URL

paydane.ir
onesignal.com

onesignal.com

ronash.co

pushe.ir

onesignal.com
https://cafebazaar.ir/app/ir.mf.antivirusm/?l=en

clickyab.com
patooogh.ir
adad.ir
ronash.co
pushe.ir

onesignal.com

ronash.co

pushe.ir
https://cafebazaar.ir/developer/alimotamedi/?I=fa

pushiran.com
onesignal.com
ronash.co
pushe.ir

ronash.co
onesignal.com
pushe.ir

aksneveshtesazepishrafteh.com
onesignal.com

ronash.co

pushe.ir

onesignal.com
ronash.co
pushe.ir

ronash.co
onesignal.com
apptaha.ir

DEV/CERT

alimv

MohammadFaraji

jux

milano apps

netspeed

Raman

sadsa

barayesh

Mf

milad faraji

DETECT

Riskware.SMSReg

Adware
HiddenApp

Hiddad

HiddenApp

HiddenAds

Riskware.HiddenApp

HiddenApp

HiddenApp

TrojanSMS
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46

47

48

49

50

51

52

53

PACKAGE NAME

com.lockong.screen

ir.website.faal120

ir.aboali.jonjoni

ir.fal.zahedi

com.sm.optimizer

ir.vira_tel.dawnloaderO6

ir.vira_tel.dawnloader39

ir.vira_tel.dawnloaderO10

APP NAME

Hot cartoon

Ju

XoXo Girl Game

Ll g hél> J

Moigd L airg

MD5

711848DBAA268A7E3C0266BC89CF2732

AOAES3B3EF88F53165CC3DESEF9FDDBB

CSA528F2F1CB57B1E9453A70038487C4

DCDE4F634CFS6192ED559B53B4030524

7D8684F8EDA27E12E53F891C429BC16E

819071C1946E44F0150A95A99053A73B

9C13ADE8D2A32A9341FE24429A2E82DD

2F87B2ESEOBE432E4F8B8ASSCI68BFFA
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URL

uupload.ir
onesignal.com
ronash.co
pushe.ir

141.105.69.168
paydane.ir
onesignal.com

onesignal.com
ronash.co
pushe.ir

ronash.co
pushe.ir

onesignal.com

ronash.co

pushe.ir
https://cafebazaar.ir/app/com.sm.optimizer/

p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

DEV/CERT

asd

alimv

asdsad

parniandatashargh

Hossein Zamani

Bakhtiarvand

Vira

Vira

Vira

DETECT

SmsAgent
Hiddad

HiddenApp

HiddenApp
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54

55

56

57

58

59

60

61

62

PACKAGE NAME

ir.vira_tel.dawnloader46

ir.vira_tel.dawnloader47

ir.vira_tel.dawnloader42

com.life.raveshzzd

com.life.raveshzzd

com.newdownloader.cartbecart_motamedi

com.newdownloader.testeshgh_motamedi

com.newdownloader.testeshgh_farzad

com.newdownloader.testeshgh_fatolla

APP NAME

=D ool

GI=D Eyodi

=D pogdl

Hot cartoon

Sexy Games

O wols

MD5

79806218963F1FE3697CAC2FB898F1C2

357379FCO6DA3A4C97CDD10FB5B17F41

3B4FCBAGEA1C13C6B53DB74F3E52CD86

AO45C341E46F8CCA5E2D52F6CA5D7ECE

8A61B42E6C8B76DF856D61325EF342FF

15D6ABBI9D883773DDFBE470CB97AF070

B2821BE51DB20CDD225B392B60264358

FD8B62C5D21564A1F7BSEOB322CE027A

34362890337346596EA27A1C60BAALSD
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p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

p86.ir
onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

onesignal.com
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

URL

DEV/CERT

Vira

Vira

Vira

asdfcasdsa

asdfcasdsa

Raman

Raman

Raman

Raman

DETECT

HiddenApp

HiddenApp

HiddenApp

SmsAgent
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63

64

65

66

67

68

69

70

71

PACKAGE NAME

com.newdownloader.axbenaghashi_farzad

com.newdownloader.axbenaghashi_motamedi

com.newdownloader.axbenaghashi_jamshidi

com.forpushe.persiancalendar

com.ganuni.apps

ir.pushiran.hamrahdownloader5

org.app.android.hooshmand

ir.pushiran.antivirus7

ir.pushiran.CardToCard.apk

APP NAME

GOl a4y puSe Jpas

GO @ puSe Jpas

Persian Calendar

97 gy

Niaigd gy T

@By w99 T

O wols

MD5

F17183E5786C4764F444B9FBD683FABY

D626C3B88FID23268ACBBBF480CDESC2

33C52133CB754A8CC1687C62696F6484

A41266DBOD25C3F337E970BF4220B4EB

950A629D833FC267C043E57F2B418B3D

24FCOFF3FD811257641540FCA54503D3

7C73A00E4D809463A5B2A5080A18300A

CC41F3D8DFB5C02689DEDBO14AE34F1E

AB704284032127DADCAD365AE7BO9A00
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ICON

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

pushiran.com
learnasan.ir
uupload.ir
onesignal.com
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir
taaps.ir

taaps.ir
onesignal.com
ronash.co
pushe.ir

http://5.239.245.36:9090/bmc/services/api/vl/client_authentication/verify_authentication_code

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

https://cafebazaar.ir/app/org.app.android.hooshmand

onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

URL

DEV/CERT

Raman

Raman

Raman

persiancalendar

downloader

raman

omid

key

key

DETECT

HiddenApp

HiddenAds
HiddenApp

TrojanSMS
HiddenApp

Adpush

HiddenAds

HiddenAds
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72

73

74

75

76

77

78

79

80

PACKAGE NAME

ir.pushiran.FalEshgh

ir.pushiran.felezyab

com.waycreon.axdarghalb

com.typelactor2_bydownloader

ir.mahmoodvand.ins302

com.google.installerv7

com.google.celebtwin

com.google.popnotif

com.google.popnot

APP NAME

e JBB

oo Q316

08595 (slgaSe B

6525k pgaS

Downloader

Downloader

655250 083 s

com.android.setting

com.android.installer

MD5

566EA625666C852674D43BF3E9622E6D

S5EA2A70BE79F4717926DB41ESE865577

7C3736B4E297497EF623FF16F39844AD

A64128C49FCFD631DC586269FES0B2B3

E3D2A86300AA8FOD6819EFAC894AF382

D848C4B2925FE2A84D32BA4E02B5C54E

1A66FB4717345ADD364E116F7868F1FC

AE42855522FACF84D1E4AEQ7BBC71ACF
0507446D922636B225E9757EB7740225

2D794E8FA37A3F1E3A905C1FEACF9972
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URL

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
learnasan.ir

onesignal.com
ronash.co
pushe.ir
rtellservers.com

174.138.49.188
84.22.111.11

paydane.ir
onesignal.com
uupload.ir

141.105.69.168
onesignal.com

141.105.69.168
onesignal.com

141.105.69.168
onesignal.com

141.105.69.168
onesignal.com

DEV/CERT

key

key

key

tlactor2-1.0.6-

970121.jks

alimv

popnotif

popnotif

popnotif

popnotif

DETECT

HiddenApp

HiddenAds
TrojanSMS

HiddenApp

SmsAgent

Trojan-SMS

Trojan-SMS

Riskware.SMSReg

Trojan-SMS

Trojan-SMS
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81

82

83

84

85

86

87

88

89

PACKAGE NAME

com.shalamrood.faleanbia

com.google.babylike

com.elite.vw

ir.ramantell.keyboard

ir.mahmoodvand.faal103

irjok.lbr

ir.website.faal118

com.startuppyar.taghvim

com.baseviocechanger

APP NAME

sbwl JBB

Sbw az

sms free

Liauigd 3)905

Ju

Top

JB

18+ slo olud

MD5

6E5FCDAE6541748C47AE8D788B47CF01

EBOCBBF7220E5EEDD16774D126DA84B0

73F129486D461305D7C28759990F09C3

5981A50EFEEBC3C18C60E6DBB7E98650

CF3E1EB40AEEC76921FFOCA252DSDCBE

199833A3C725009C21BC4EDE2545767A
492751DB732EDB95985E780F72CAF417

4D8B2B0B67A16363B1A13B00D767126A

D86FCE725A15C62E9422A37D5877C04A

05539EBD4B1DE3544BC06A18287BF283
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ICON

URL

adad.ir
https://cafebazaar.ir/app/com.shalamrood.faleanbia/

onesignal.com

http://cafebazaar.ir/app/ir.ramantell keyboard/?I=fa
keyboardservices.ir

pushnotificationws.com

rtellservers.com

onesignal.com

paydane.ir
199.127.99.12
onesignal.com

onesignal.com

141.105.69.168
paydane.ir
199.127.99.12
onesignal.com
akairan.com

onesignal.com
uupload.ir

weezweez.ir

DEV/CERT

Shalamrood

popnotif

raman

alimv

asedas

alimv

sdca

v4

DETECT

AdWare

Riskware.SMSReg

WipeLocker

Trojan-SMS

Trojan-SMS

ANDR.SMSreg
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90

91

92

93

94

95

96

97

98

PACKAGE NAME

com.bobesfanji672.locatioon

ir.javan.free_gooshy_yab

com.hameh

ir.am.falhafez

ir.am.falhafez

ir.am.falhafez

ir.ai.youtubeone

ir.ab.kgethelp

ir.propertis.flashlight

APP NAME

B85 @b olse

Jiasigd 5550

Béls

== olsole

b aguo

Gmail

Services

Services

MD5

D183E556CC7C412F57F595A0EF6323D4

3DB23780988FO0FF8AD594F6D039624A

ED8CC993D182C843B45B85E5FAE33F08
C63813F981D15C2B4F3D95DFEB757916

B4735D9F93AA5CD5B3A8BC4A555BDA2B

2CC3774798FF28A8D011BEE9B79AEOAD

C9730594A846F5C168D4ECCOC438ACCB

1EC2936D846A6D3A2C3FF4E25D2D247D

96A843E6C5928421038512FF35EE4EEC
21C87A3227B66CB6F6DABE7B20FE48FD
C72ABAGESAG0F940CEB8BOF04C7DOCES
1E9A104ADC3632F5CBF084463DCBFOF7
4905BF90DF6EOS0COEE3F98126FECF8C

E4136054DBC171F1218A9C54FBAO6A9B

75CCBD5BB0O1F74F3354E2D0AD84596AB
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ICON

URL

adad.ir
clickyab.com
mbaas.services

adad.ir
sepehrapps.ir
intellidict.ir
sepehrapps.tk

adad.ir

ronash.co

pushe.ir
https://cafebazaar.ir/app/com.hameh/?I=fa

onesignal.com

onesignal.com

onesignal.com

onesignal.com
ronash.co
pushe.ir
eligeram.net
lordpopup.com

payment819.ml
onesignal.com
ronash.co
pushe.ir
patooogh.ir

cpanel9.ml
onesignal.com
ronash.co
pushe.ir

DEV/CERT

SamixMobile

Morteza Javanmard

Unknown

jux

jux

jux

milad faraji

Newadvencher

milad faraji

milad faraji

DETECT

AdWare

AdWare

HiddenApp-AQ

HiddenApp-AQ

HiddenApp-AQ

Adpush

Hiddad.ME

TrojanSMS
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99

100

101

102

103

104

105

106

107

PACKAGE NAME

ir.propertis.flashlight

com.farstel.bazar

com.lockong.screen

com.blod.taghziye

ir.nopostgroup.learning

com.persianctree.cleaner

hu.book.free

ir.byd.fastdiviceandro

si.gam.ir

APP NAME

Services

oL

Hot cartoon

OYWS, 50 sl Lol

XoXo Girl Game

Update : +18 Movies

o&l vl

(oS Catpmn G331 dinibgad LS,

18+ (55L acgomo

MD5

4B979BECAD227F38EB11D1DD40F2C368

4B21A4E94C7B6A684DD18CB8B7A9ESBS

63BCC3B576E96A7B32DA2705E16F005B
F95079081FEE1C7930DB5336FB476661
54DDB4B2A30C818D91AD01CF34570C3E

A427693D6BD83F6DA2CD8A15F44339DF
85DC52F4EC558A28B8C09D75C4866188

BEF227710FSBDF2ABOD5BC8755393092
8170DA762292A850E378DE048A9B1458

5B8574D26CD5F642ABBOB7FC47E50E79
6435B46852BDBFOB028ECC7646D8C1C3

8AS6BOAAEOQ7ASB7D7232797594D64E72
9997568DE8F738B899FO0D44AD674D1C8
70B069785D21527DE46358431AEBES64

7D9DD118AA9D8B3DEC31C104438DAS59
04B2A0FB8350AF0E367829441291F5B3

A5419DFF5FA4E454BEF5C6DBOB54F7D7
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ICON

URL

cpanel9.ml
onesignal.com
ronash.co
pushe.ir

pushfa.com
ronash.co
pushe.ir

uupload.ir
ronash.co
pushe.ir
onesignal.com

uupload.ir
ronash.co
pushe.ir
onesignal.com

patooogh.ir
ronash.co
pushe.ir
onesignal.com

ronash.co
pushe.ir
onesignal.com

gamejoo.com
bejo.ir
cheshmak.me
logentries.com

adad.ir
ronash.co
pushe.ir
onesignal.com
patooogh.ir

bejo.ir
gamejoo.com
ronash.co
pushe.ir

DEV/CERT

milad faraji

asd

Unknown

leran

asdasd

Ram bahaman

DETECT

TrojanSMS

HiddenApp

TrojanSMS

TrojanSMS

Riskware.HiddenApp

TrojanSMS

PUP.HighConfidence

SmsAgent

HEUR:RiskTool
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108

109

110

111

112

113

114

116

PACKAGE NAME

com.newdownloader.fatolla_zoodcharge

com.newdownloader.motamedi_zoodcharge

hack.telegram.com

com.hanie.goal

com.hanie.goal

persian.calendar.widget.persiangulf.small

com.kohanweb.axprofile

com.newdownloader.havashenasi_behnam

com.newdownloader.havashenasi_mohammad

APP NAME

Soldsg;

Soldsg;

Sl g 19 ol e, XL Sos
lous pU b cawwliiio

Wggurt

asmall persian calendar

J2gp S

MD5

7388B6771E5A4472D7EF365627FA8AAA

9D05A3D8F906FODDA4ES51602F7C6F19C

990FD5D3DBCB96DA40885E795592AFAE

81B73BC100361702222313686D7B867C

607322960E238ED7012E291DEFFO6044

671300D228F1F5783805E4E11A6583E8
21A2BF1488C6E573DD6C925DA04CD826

112B2DE466BCFCB1EA4FF60EBASGESEC

DES8F4AC23E20812B8A6BFESSEB3F87E

A9900818146E1905AED6ECAE4ABAAGFF4

Pushiran.DL Malware Family | The Botnet of Fraudulent Advertising in Iran | August 2018 | certfa.com

ICON

URL

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

bejo.ir
gamejoo.com
174.138.49.188

onesignal.com
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir

and-roid.ir
p86.ir
onesignal.com
iranand.com

onesignal.com

kohanweb.com

sh7.ir
https://cafebazaar.ir/app/com.kohanweb.axprofile/?l=en

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

DEV/CERT

Raman

Raman

kohanweb

Raman

Raman

DETECT

HiddenApp

HiddenApp

PUP.HighConfidence

DownlLoader

TrojanSMS

TrojanSMS
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117

118

119

120

121

122

123

124

125

PACKAGE NAME

com.newdownloader.masraf_internet

com.newdownloader.antivirus3

com.newdownloader.internet_speed_barayesh

com.newdownloader.antivirus_ehsan

com.newdownloader.antivirus_mohammad

com.newdownloader.antivirus_dariush

com.newdownloader.zoodcharge

ir.pushiran.freenet2

com.newdownloader.masraf_internet_4

APP NAME

oyl Wuae

Ur929 MO

oo Gl

wwang Gl

oo Gl

Soldog;

Ol ol

oyl Wuae

MD5

7F2AFC17AB5C2D9C73203CB275524EA6
B389A3346BE44A94751226995FA57AEF

AAFEEC80651C38F044C5212FD25E7015

98DESA776DC4B24841EF870DADA3ESAS

45B2C9BCBBB4D4355ADCO579BA96EE2A

10E2172C2FF8DF4F45CF72577D53489A

DA16ES8E26F49B7905E417F22B84573F

D87A3BDAD1BCCC6693B5D15509F5753E

C27275F27B7BD16836F647A5222463EC

60B2B3B8D47C2060CBBFB2B242634F31

127F3EBSE465DEFSA881B39254D305CC

DCD2CDC4868DB9600BD6BE120742D101
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ICON

URL

pushiran.com
onesignal.com
ronash.co
pushe.ir

rtellservers.com
pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
learnasan.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

uupload.ir
pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

DEV/CERT

Raman

key

Raman

Raman

Raman

Raman

Raman

raman

Raman

DETECT

HiddenAds

HiddenAds

HiddenAds

HiddenApp

HiddenApp

HiddenAds

HiddenAds

HiddenAds

HiddenAds
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126

127

128

129

130

131

132

133

134

PACKAGE NAME

com.newdownloader.record_zood_charge_ashabah

r

com.foota.zoodcharge

com.foota.zoodcharge

com.newdownloader.taghvim4

com.newdownloader.internet_manager_3

ir.pushiran.voicechanger4

com.newdownloader.ax2naghashi3

com.newdownloader.marpele_farzad

com.newdownloader.marpele_motamedi

APP NAME

Solbog;

Soldsg;

Soldsg;

oS OI31 97 pugits

oyl W uae

MD5

3A1C2547A4681BFE447513357DA95995

3E13CC6B144247DCASAD19D1FB669278

33AE99DC1B44362397FCF5BBO3D6F6C8
5C681DDA1C83F2BC69B6243B446CD7C7

582DB6FFF5AF363744EE4FOAO0283F4F4

95A6D21589FSE1FOAFC6AE620363239E

DDF720428B1559D19AAC245443F0E860

A01D34B5C49B9890BC53577EC7597384

C2B3666FFF5427D6C728AACF23A35A36

BB8D2457077AF4CA6607FC7E5C56C806
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ICON

O

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
rtellservers.com

pushiran.com
onesignal.com
ronash.co
pushe.ir
learnasan.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

URL

DEV/CERT

Raman

Ayhan

Ayhan

key

Raman

raman

key

Raman

Raman

DETECT

HiddenAds

HiddenApp

HiddenApp

HiddenAds

HiddenApp

HiddenApp

HiddenApp
SmsAgent

HiddenApp

HiddenApp
HiddenAds
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135

136

137

138

139

140

141

142

143

PACKAGE NAME

com.newdownloader.telegram

ir.pushiran.NetSpeed5

ir.pushiran.variz

ir.pushiran.lovetest

ir.pushiran.payamnashenas

ir.pushiran.keyboardl

ir.pushiran.landlineuser3

ir.pushiran.weatherapp

com.newdownloader.Location8

APP NAME

0)lS aos 0,55

oyl Caeyuw

sls

bbb by

oo 50 S

oo Gl

aid gy liiblg

b plse

MD5

F66F133434266EC740570A3AF94F3C24

BF10CFA7F8CF3C2D44C138AD0938BBA7

A3AC33C3C07ED71844E3283735055470

2FE54067FE8440C5F735661B3D3A26A1

A8A2DD036FC99E4406BDD52C6E2AFC2B

389051826AF93E382F639AC456C081DE

9B0435FC04689A1564D5FABAFA7DSFCS

148E7B7B94E317F4A7872BA3895DEBD3

AO0143FAC861D905DAAA004444840FAE7
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ICON

pushiran.com
onesignal.com
ronash.co
pushe.ir
learnasan.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

URL

key

key

key

key

key

raman

raman

key

key

DEV/CERT

DETECT

HiddenApp

SmsAgent
HiddenAds

HiddenAds
APK:RepMetagen

HiddenAds

HiddenApp

HiddenAds

HiddenAds

HiddenAds

TrojanSMS
HiddenAds
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144

145

146

147

148

149

150

151

152

PACKAGE NAME

ir.pushiran.VoiceChanger2

ir.pushiran.MakanYab6

ir.pushiran.animdialogl

com.love.ramannn

ir.pushiran.persiancalendar

ir.pushiran.landlineuser8

ir.pushiran.VoiceChanger3

com.ir500tomani.persiancalendar

ir.pushiran.fastlaghari

APP NAME

Loy b e

iyl Cupan G9!

Gl ool

oo Gl

oyl Caeyu Ginlyd

AV w8 g8

w58V

MD5

89B197AEOF474837343BED55CAA078D9

2E9FA8980B2C2413C32D2D7B99329BBA

4D1DF6179570CE3A2C8B6DESD29FF052

EADEBCEE5635BSF7DC8BA18753A338D0

9C8230ADFFD2192D04B65A20F8A83B1D

89EE2394E135522C89439EEC5071FALF

DES55823D0CF249B0OB4CC43A2E9618FC7

AF93809C505D95D1AEF166F645DCOA14

603DC11FF3BB9315033858ECAE8554BF

Pushiran.DL Malware Family | The Botnet of Fraudulent Advertising in Iran | August 2018 | certfa.com

URL

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

http://cafebazaar.ir/app/com.ir500tomani.persiancalendar/?I=fa

ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

DEV/CERT

raman

key

key

key

key

raman

key

key

DETECT

HiddenAds

HiddenAds

HiddenAds

SmsAgent
HiddenAds

HiddenAds

HiddenAds

HiddenAds

Hiddad.EB.Gen

TrojanSMS
HiddenAds
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153

154

155

156

157

158

159

160

161

PACKAGE NAME

ir.vira_tel.dawnloader7

ir.vira_tel.dawnloader25

ir.pushiran.newlLegeal

ir.vira_tel.dawnloader30

com.ZedeVirous.zedevirus2

ir.pushiran.animdialogl

ir.pushiran.axdarghalb

com.marjansb.fallovedarsad

ir filfill

APP NAME

les

AV Gy g

Sl pla 015 Ly

U929 MO

Gl ay guSe Jods

dd jy GuSe

PRVEIR Py LJIS

Bear vpn

MD5

D2E9162ED98E62E3279936506C21461C

DEAOCB1052D9E8CFBOFFO23E35369E0A

A2F1AACEEF10FEF6D80D1B3E3D44FCCH

100C846EE07428A3E0A12DA75A285116

DA56FB59B5AB3D2A41CDFAC6D8898585

C366A0A99C1A2AFFE38194E30CF25C26

E854DOESA7F7BOFAA47COF36B261DCA7

A38452254CA750154E402804A41ACD5B

63503A0886D06F728AB6B74C93BA4481
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ICON

FIFAWORLD CUP

RUSSIA 2018

URL

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
androidha.com

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
adsnovin.net

pushiran.com
onesignal.com
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir
vira-tel.ir
p86.ir
adsnovin.net

onesignal.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir
uupload.ir

magnetadservices.com
adad.ir

ronash.co

pushe.ir

onesignal.com

DEV/CERT

Vira

Vira

raman

Vira

key

raman

key

qaaqqa

DETECT

Downloader
HiddenAds

HiddenApp

HiddenAds

HiddenAds

Adware

Riskware.FakeApp
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162

163

164

165

166

167

168

169

170

PACKAGE NAME

com.pushiran.ahangpishvaz2

com.pushiran.ahangpishvaz

ir.love.my

jo.ionic.starter

io.ionic.conversation

ir.rayangostaré.astrologymarriage

com.mahvare.ir

ir.apa.persiancalendar_aarp97

dg.bm.demo.cb

APP NAME

o ol

usSe Uinbg

Zlodsl G b

Free Follower

oS OI31 97 pugits

Mobile Bank

MD5

83493EE9FD85AC46EOFDI3FCESADADD1

BB9042D360084A175E4718C50066DEF5

AC74BF3DEF39B8F8DS9234665631620F9

5ACA3B824A2D43179903C90C37072A42

DDE46695E72F7654B695E4EF929DD556

7B5A230D549E3CE64655D0EEFBA72459

EC6CEDD89229648CC0O319CE6GB8712664

FBE5353F17F05854242E73EEC7D2AC1C

54EA86FC2E5F0787DEAAFA78AB2ES5504
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ICON

pushiran.com
onesignal.com
ronash.co
pushe.ir

pushiran.com
onesignal.com
ronash.co
pushe.ir

adad.ir

onesignal.com

onesignal.com

adad.ir
174.138.49.188

bejo.ir
gamejoo.com
ronash.co
pushe.ir

onesignal.com
ronash.co
pushe.ir
learnasan.ir

adad.ir
ronash.co
pushe.ir

https://cafebazaar.ir/app/dg.bm.group.cb/?I=fa

URL

DEV/CERT

raman

raman

androsoft

am

am

Android

pirazad

majid

DETECT

HiddenApp

HiddenApp

Android-PUP/Adad

Hiddenapp
SmsAgent

Hiddenapp
SmsAgent

HEUR:RiskTool
Android:Evo-gen

HiddenApp

Hiddad
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171

172

173

174

175

176

177

178

179

PACKAGE NAME

com.project.antivirus_fafa70

com.newdownloader.Ramezan_fatolla

com.am.meraj

com.savabeghh.ir

com.tabiir.khab

com.yalniz.change

com.antivvv.esetsecurity

ir.behinesaz.zahedi

info.Barayesh.finaldownloadmanager

APP NAME

Ur929 MO

Obds; slo

e ghee pled

oy (Glgw

&ol> Olo> s

aidy i w99 GBI

olhoo jLw aisg

0)lS an ;35Ll>

MD5

1623DFA5C5D9786359974D359D7COD8E

6369A81D283BEA485D57768C4190048A

OBF8E07C62CCC5CO6C5ECA3F40ESC350

CB35C962AE76B5C825761F5621FFA33F

5EC257CEF919237E6079247F59C09727

3BFFA1CA5ESC8918FE7EFDIF5A900A1F

6997E643AAC72B6B5FC6C67E164F6780

A5B81672F5BESAEAA98FO3FCDFF58FCO

BABE31C7B97D67A2D10B26C8FBOBIOEF
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ICON

URL DEV/CERT

https://cafebazaar.ir/app/com.project.antivirus_fafa70/?I=fa

adad.ir

ronash.co

pushe.ir

onesignal.com omid
uupload.ir

learnasan.ir

pushiran.com
ronash.co
pushe.ir

onesignal.com Raman

adad.ir
onesignal.com
https://cafebazaar.ir/app/com.am.meraj/?I=fa
hadi

bejo.ir

gamejoo.com
magnetadservices.com
hamrahpay.com
adad.ir

ronash.co

pushe.ir

learnasan.ir

irimo.ir

onesignal.com
ronash.co
pushe.ir

hadi

adad.ir

ronash.co

pushe.ir

62.212.85.137
https://cafebazaar.ir/developer/yalniz/

onesignal.com
ronash.co
pushe.ir

key

ronash.co
pushe.ir

mohammadnazifi

ronash.co
pushe.ir
http://cafebazaar.ir/app/info.Barayesh.finaldownloadmanager/?|=fa

onesignal.com barayesh

DETECT

Fakealert

HiddenApp

HiddenApp
Riskware.Agent

HiddenApp

HiddenApp

Hiddad

FakeAV

HiddenApp
Adpush

HiddenApp
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180

181

182

183

184

185

186

187

188

PACKAGE NAME

com.zinatidev4.felezyab

info.bank.cart2cart

novin.sg.bhulk

com.pushiran.buget

irhushmand.kartbank

com.charkhoneh.antivirus.mobilesecurity

com.pushiran.antivirus.mobilesecurity

ir.amardandroid.amarddoa

com.newsoft_iran2016.CartBank2

APP NAME

095 SIS aoliy

5w oyls

ol G99 Slo

Laigd SGL olj00

Loz Uworg il

Liss worg LT

bl whbj g aseol

Jougd SGU oo

MD5

BC43EBA23B72928FA1BEF700BBB673B6

6F3E01C3CF32BF3161D6FO0EBC605119

11D4939B518CC6847903181298FEAF3E

96CD61A12D303C2ED2F90FD61F448736

833181700A843509463D70294530FBF5

5FB4B394F619A405878E5FODEBS1F7ES

701E838387470E269FFA46A0CBC5EESB

92EDC588244FAB6591C34985141D3358B

D004D6061A71B371E06FD35614DD623C
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